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Abstract. Verifying the correctness of imperative programs often re-
quires proving properties of their functional models. Some auto-active
verifiers let users supply such proofs as lemma functions, written in an
effect-free language separate from executable code. We observe that, for
proving functional-model properties, such restrictions are unnecessary.
The key is a purification operation that extracts a pure proposition
purify(A) from a heap-dependent assertion A, together with an extrac-
tion rule showing that any valid total Hoare triple [P]s[Q] yields the
implication purify(P) = purify(Q). Such extraction holds for arbi-
trary programs. We prove extraction sound both semantically, against
the interpretation of total Hoare triples, and syntactically, by reflect-
ing each program-logic inference rule into the meta-logic for a minimal
heap-manipulating language. Consequently, theorems about functional
models can be proved by verifying ordinary imperative programs, with
no language-level distinction between proof code and executable code.
We mechanize the theoretical results in Lean and illustrate its practical
applicability on several worked examples checked in the VeriFast verifier.

Keywords: Program verification - Lemma functions - Hoare logic.

1 Introduction

Verifying the functional correctness of an imperative program often requires
reasoning about its functional model. To verify a linked-list data structure, for
instance, one reasons about the properties of logical functions over the inductive
list it represents, such as the associativity of list concatenation:

Vi, 1, 13. app(app(ly, l2),l3) = app(l1,app(l2, I3)). (1)

The proof of this property proceeds by induction. This kind of reasoning is usually
beyond the scope of what the program verifier can perform automatically.

To overcome this limitation, many auto-active verifiers provide ways to let
users supply proofs manually [4,/618}/13]. For concreteness of illustration, we use

* These authors contributed equally.
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inductive list = nil | cons(int, list);

fixpoint list app(list 11, list 12) {
switch (11) {
case nil: return 12;
case cons(h, t): return cons(h, app(t, 12));
}
}

lemma void app_assoc(list 11, list 12, list 13)
requires true;
ensures app(app(11, 12), 13) == app(l1l, app(1l2, 13));
{
switch (11) {
case nil:
case cons(h, t): app_assoc(t, 12, 13);
}
}

Fig. 1. A lemma function app_assoc in VeriFast establishing [Eq. (1)} Definitions of
the inductive type 1list and the logical function app are provided for completeness.

a state-of-the-art C-program verifier, VeriFast [6], for the examples presented in
this paper. VeriFast provides lemma functions, which are pieces of ghost code
carrying no runtime meaning. Once its specification is verified, a lemma function
may be invoked during verification of a target C program to make the proved
functional property available as an assumption in the proof state. [Fig. 1| shows
a VeriFast lemma function establishing with the induction and case
analysis written as recursion and a pattern-matching switch construct. Here
fixpoint declares a recursively defined total function, lemma marks ghost proof
code, and requires/ensures give its specification.

In current practice, however, the language fragment for writing proof programs
is segregated from executable code: (1) lemma functions must be written in an
effect-free fragment: they may not allocate, mutate the heap, or call verified
executable functions, and they must be shown to terminate. (2) lemma functions
may use data types and special constructs unavailable to executable code, such
as the pattern matching construct switch over values of inductive data types
seen in As a result, lemma functions require a different language fragment
from executable programs, and verifying them requires the verifier to implement
dedicated support.

This work. We observe that, for the purpose of proving properties of the functional
model, these language-level extensions and restrictions on lemma functions are
unnecessary. The proof-carrying nature of such code does not depend on it
being effect-free ghost code invoked in the target program: one can extract
functional-model theorems from any valid total Hoare triple.
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The key is a purify operation that extracts a pure proposition from any
heap-dependent assertion. It is defined semantically as

purify(A) = 3h.[A] h

asserting that some heap satisfies A, while forgetting the exact contents of
that witness heap. We show that any valid total Hoare triple [P] s [Q] yields an
implication between the purifications of its precondition and postcondition, a
rule we call extraction:

[P]s Q)]

- - EXTRACTION
purify(P) = purify(Q)

Extraction holds semantically for arbitrary valid total triples, with no restriction
on s, because the program plays a purely existential role, much like a Skolem
function: a total Hoare triple guarantees that every heap satisfying P is taken
by s to some heap satisfying (), so the mere existence of a P-heap witnesses
the existence of a @)-heap. The program serves only as a witness that the
transformation exists; its effects are irrelevant to the extracted proposition.
Consequently, a functional-model property such as can be proved
without special support from the verifier. In place of the lemma function of
one may verify an ordinary executable program operating on in-memory
linked lists with a suitable specification. An example is shown in It uses
the following VeriFast notation: 7x captures and creates an existential binding
variable, &x& is separating conjunction, p->f |-> v owns field £ with value v, and
open/close unfold and fold predicates. It intentionally serves as a proof program:
although it only traverses p1 and need not perform useful computations, it is
written in the executable language rather than the lemma-function fragment. The
representation predicate s11 relates the functional model of the linked list to its
in-memory representation. This function is verified in the same way as for other
executable functions. Extraction turns its successful verification result (assuming
totality checking is enabled) into an implication between the purifications of
its precondition and postcondition. A few laws for purify (cf. expose
the intended equation in the consequent; discharging the antecedent about the
in-memory lists relies on a few reasonable representability conditions, which we

discuss in [Section 5.11

Contributions. This paper studies the idea of extracting theorems from verified
imperative programs. We make the following contributions.

— We define the purify operation and the extraction rule, which together
extract a pure implication from any valid total Hoare triple. Soundness of
the extraction rule is justified semantically against the interpretation of total
Hoare triples, independent of any particular verification approach or verifier
(Section 3|).

— We give a proof-theoretic account of extraction for a minimal imperative
language manipulating heaps: each program-logic inference rule is mirrored
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struct node { struct node *next; int value; };

predicate sll(struct node *p, list 1) =
p==071==nil :
p->next |-> 7q &*& p->value |-> 7h &*& sll(q, 7t) &*& 1 == cons(h, t);

void exec_app_assoc(struct node* pl, struct nodex p2, struct nodex p3)
//@ requires sll(pl, 711) &+*& sll(p2, 712) &+*& sll(p3, ?713);
/*@ ensures sll(pl, 11) &x& s11(p2, 12) &*& s1l1l(p3, 13) &*&
app(app(11, 12), 13) == app(l1l, app(1l2, 13)); @x/
{
if (pl == 0) {
//@ open sll(pl, 11);
//@ close sll(pl, nil);
} else {
//@ open sll(pl, 11);
struct node*x q = pl->next;
exec_app_assoc(q, p2, p3);
//@ close sll(pl, 11);

Fig. 2. A verified executable function exec_app_assoc whose extraction, together with

representability of s11 (Section 5.1)), entails [Eq. (1)

by a fixed pattern of meta-logic reasoning with a fixed set of purify laws,
giving a structure-preserving translation of proofs .

— We apply extraction to several worked examples checked with VeriFast, in
which the proof structure is intrinsically connected to the program structure.
The key technical step involved in turning the extracted implication into the
intended property is a representability condition (Section 5.

The Lean mechanization of the theoretical results as well as the example
programs checked in VeriFast are given in the online supplementary material .

2 Assertion Logic and Semantic Judgments

This section fixes the assertion logic and the semantic judgments used throughout
the rest of the paper. We use separation logic because it describes the in-memory
data structures of our examples concisely and locally. We define the meaning
of total Hoare triples assuming a standard big-step semantics, abstracting away
from the details of the language.

2.1 Assertion Syntax

We work in a standard separation logic built on top of a meta-logic (some
higher-order logic), in which expression terms and pure propositions live. The
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separation-logic assertions (of type HProp) used in this paper include the
following constructs:

PQ:="¢"|emp|ei—e | PxQ|PVQ|Vz.P|3z.P|---

where "¢ lifts a pure proposition ¢ : Prop of the meta-logic into an assertion,
emp describes the empty heap, e; — e5 denotes a singleton heap cell at address
expression e; holding content ey, and P * (Q is the separating conjunction.

2.2 Assertion Semantics

We interpret separation logic in the standard heap model: a heap h : Heap is a
finite partial function from an infinitely countable address space to values (the
specific choices of address space and value space are irrelevant to our topic); an
assertion P : HProp denotes a predicate [P] : Heap — Prop. User-defined
inductive predicates have the usual least-fixed-point interpretation. The other
constructs are interpreted by induction on the structure of P:

[T6Th2onh=0 (6 Prop)
[emplh = h =10
[er — ex] h = h = [e1 — es]
[P % Q] h 2 3hy, ho.h = hy W hy A [P] by A Q] he 2)

[PV QL2 [P)hv Q] R
[Vx. P] h £ Yo. [P[v/z]] h
[3z. P]h £ Jv. [Plv/z]] b

Here 0 is the empty heap (a partial function defined nowhere), [e; — €3] is
the singleton heap that maps address e; to value es and leaves all other ad-
dresses undefined, and h; W hs is the disjoint union of h; and hs, defined only
when dom(h;) Ndom(hy) = 0. Higher-order logic connectives are interpreted by
pointwise lifting, as usual.

Entailment between assertions, written P F @, is not itself an assertion but a
proposition of the meta-logic, interpreted as pointwise implication:

PFQAVh[Plh = [Q]h.

2.3 Program Semantics and Hoare Triples

For most of the paper, we do not fix concrete syntactic constructs (except in
Section 4f), and assume only a notion of evaluation and total Hoare triples over
heaps.

Remark 1. For simplicity of formal development, we do not model mutable local
variables directly: variables in assertions are immutable meta-logic variables, so
each denotes the same value in the pre- and postcondition. A mutable local x
can instead be represented by a reserved heap cell at a fixed address a,, with
assignment to x encoded as a heap operation on a,.
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Big-step semantics. We use a standard big-step semantics, written

(s,h) L1
read as: starting from the initial heap h, the statement s terminates with a final

heap h'.

Total Hoare triples. We write [P] s [Q)] for a total Hoare triple with precondition P,
statement s, and postcondition ). A triple is valid if every initial heap satisfying
P is taken by s to some final heap satisfying @Q:

[P]s[Q] £ Vh : Heap. [P]h = 3h'. (s,h) | ' A[Q] I . (3)

This definition assumes deterministic evaluation (modulo the address allocation
choices), for simplicity. E|

3 Purification and Extraction

This section introduces our two central notions, purification and the extraction
rule, presents the basic laws of purification, and proves them sound semantically.

3.1 The Purification Operation

The purification operation maps a heap-dependent assertion to a pure proposition
that holds exactly when the assertion is satisfied by some heap.

Definition 1. The purification operation purify : HProp — Prop is defined by
purify(P) £ 3h. [P] h. (4)

Proposition 1 (Purification Laws). For all P,Q : HProp and all pure
propositions ¢ : Prop, purification satisfies the following algebraic laws, which
intuitively let us push it around the logical connectives:

purify("¢") = ¢ PURIFY-PURE
purify(emp) < true PURIFY-EMP
purify(e; — egy) < true Puriry-PoiNTs-TO

purify(P * Q) = purify(P) A purify(Q) PURIFY-STAR

purify(PV Q) < purify(P) V purify(Q) PURIFY-OR
purify(Ve. P(z)) = V. purify(P(x)) PURIFY-FORALL
purify(3x. P(x)) <= Jz. purify(P(z)) PURIFY-EXISTS

together with the entailment rule

PFQ
purify(P) = purify(Q)

3 Our results can be generalized to nondeterministic settings, e.g., by using an omni-
bigstep semantics [2].

PURIFY-ENTAILS
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Proof. Each law follows by unfolding against the interpretation in [Eq. (2);
PURIFY-UNFOLD also unfolds the definition Z(Z) £ Az. For example, for PURIFY-
STAR, we have:

purify(P* Q) =3h. [P+ Q] h
<= dh,h1,he. h=h1 W hy A [[P]]hl A\ [[Q]]hg

= (Fh1. [P] h1) A (3he. [Q] he) = purify(P) A purify(Q)
where the last step simply drops the disjointness constraint h = hy W ho. a

The two laws PURIFY-STAR and PURIFY-FORALL hold only in the forward
direction. The converse of PURIFY-STAR fails because the disjointness constraint
cannot be recovered. The converse of PURIFY-FORALL fails because in general
one cannot switch the order of an existential quantifier with a preceding universal
quantifier.

3.2 The Extraction Rule

The extraction rule turns any valid total triple into a pure implication between
the purifications of its precondition and postcondition, eliminating the program
s regardless of its possible heap effects.

Definition 2. The extraction rule is
[P]s[Q]

- - EXTRACTION
purify(P) = purify(Q)

Theorem 1 (Soundness of Extraction). The extraction rule is sound: for any
total triple [P] s [Q] interpreted as in|Eq. (3), we have purify(P) = purify(Q).

Proof. Assume [P]s[Q] and purify(P). By pick ho with [P] ho. By
there is a final heap hy with (s, ho) | hy and [@] k1. This h; witnesses
3h. [Q] h, that is, purify(Q). O

3.3 Discussion: Extraction and Skolemization
The conclusion of reads
(3h1. [Pl h1) = (3ha.[Q] h2).

Pulling the existential quantifiers out of the implication’s antecedent and conse-
quent, we get the equivalent proposition:

Assuming the usual choice principle, Skolemizing the existential yields the follow-
ing view:

Comparing this with the proof of shows that the semantics of the
program supplies the Skolem witness f.
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4 Syntactic Extraction

justified extraction semantically, appealing to the semantics of programs
and the meaning of total Hoare triples. We now give a syntactic account, i.e.,
for a fixed language, we construct a proof of the extracted implication from
the Hoare-logic derivation; unlike the semantic result, this account is relative
to the program-logic rules displayed below and needs no operational semantics.
Concretely, each program-logic rule is mirrored by a few reasoning steps in
the meta-logic, so a program-logic proof reflects into a meta-logic proof of the
corresponding purified implication.

This view is more demanding: it commits to a specific set of program-logic
rules and purify laws, hence it is harder to generalize than the semantic argument.
We therefore work with a minimal language. The payoff is a proof-theoretic
reading of extraction and a route toward extracting structured proofs, not merely
their existence.

4.1 A Minimal Heap-Manipulating Language

Language Syntax We consider a minimal imperative language with heap
manipulation. Its syntax is given by:

ex=2x|n
bop ::=add | sub | ---
s ::= malloc(e) | free(e) | store(ey, €) | copy(es, e;) | bop(es, e1,e2)
| skip | s;s|if e then s else s | while e inv P dec ey do s

Here, an expression e is simply a program variable z or an integer constant n.
Statements s include the usual control-flow constructs, as well as the primitive
commands: malloc(e) allocates a cell (initialized to an arbitrary value) and stores
its address into the cell at e; free(e) frees the cell whose address is e; store(ey, €)
writes the value denoted by e into the cell at e;; copy(es,e:) copies the value
stored at the cell at e, into the cell at e;; bop(eq, e1, e2) performs an arithmetic
operation on the values stored at addresses e; and es, the result of which is stored
in the cell at e;. In the conditional construct if and the loop construct while, the
expression e denotes an address; the then branch and loop body are taken when
the cell at that address holds zero. The invariant P and the decrementing cell
expression e (for termination checking) are incorporated as annotations into the
loop construct.

Note that this language has no variable-assignment construct and mutability
happens only in the heap. Hence program variables have constant values and can
serve as parameters and auxiliary variables linking pre- and postconditions (cf.
the SL-WHILE rule below). Mutable locals may be represented by reserved heap
cells: for fixed addresses a, and a,, z =y is encoded as copy(ay,a;) and z :=n
as store(ag,n).
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Program-Logic Rules The structural rules of separation logic are given by:

s (] PP [P)s[Q]  QFQ
W SL-FrAME [P]s[Q] SL-CONSEQ

For the construct-specific rules, we first define two derived assertions for the
result of a conditional test on the value stored at an address e:

Biue(e) 2 e 0 Brase(e) 2 Jv.ersvx v £07 .

They satisfy the equivalence e — — = Bye(€)V Braise(€), where e — — abbreviates
Jv. e — v. Then we have the construct-specific rules:
[P]si[R]  [R]s2[Q]

7[P] skip [P] SL-Skip [P] o1 59 [Q] SL-SEQ

[P * Bire(e)] s1[Q) [P * Braise(€)] 52 (@]

- SL-Ir
[P x e —]if e then s else s5[Q]

[P * Bie(e) * Ds(eq, N)] s [P x e —* Dy(eq, N)]
[P ket — % Ds(ed, No)] W [P * Bfa|se(€) * De(ed, No)}

where W = while e inv P dec e; do s is the loop, and the variant for ensuring
termination is tracked at address e4 as follows:

Dy(eq,N) 2 egr> N+"N >07,
Dy(eq, N)=3N'.eg— N x"T0< N < N7,
De(ea, N) 2 3N".egs N' %70 < N' < N

SL-WHILE

The primitive operations are specified by the following triples:
[e — v] malloc(e) [Fa. e — a *xa — —] [e — a*xa— —]free(e) [e — a]
[er — —]store(eq, e) [er — €] [es — v x e — —] copy(es, et) [es — v * e — V]
[e1 — vy x e > vy x ey > —| bop(er, e1,ea) [e1 > V1 * eg > Vg *k e > V1 D Vg
Here bop € {add,sub}, with @ the corresponding arithmetic operation.

Extra Rules for Purify Since we adopt a syntactic approach, we do not use
the definition of purify in this section. Instead, we use only the rules listed in

along with the following extra ones:

purify(Pxe — —) = purify(P xe > v) PURIFY-HEAP-MODIFY
purify(P) = 3r. purify(P xr+—v) PURIFY-HEAP-ALLOC

These extra rules are sound for the heap model of [Section 2.2| (with an

unbounded address space).
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4.2 Extracting Proofs from Program-Logic Derivations
Our main result for syntactic extraction is the following theorem:

Theorem 2 (Soundness of Syntactic Extraction). For every derivable total
triple [P] s [Q] in our language, a meta-logic proof of the corresponding purified
implication purify(P) = purify(Q) can be constructed in a structure-preserving
way, using the aforementioned purification lawsﬁ

Proof. It is a direct corollary of (stated and proved below) with the
frame set as empty, i.e., R = emp. O

We prove the following strengthened lemma that frames any assertion R from
the start:

Lemma 1 (Framed Extraction). For every derivable total triple [P] s [Q)] in
our language, a meta-logic proof of purify(P*R) = purify(Q*R) for arbitrary
assertion R can be constructed in a structure-preserving way.

Proof. A full proof of this theorem (mechanized in Lean) is given in the supple-
mentary material. The proof goes by induction on the derivation of [P]s[Q].

Case: SL-SKIP. Here ) = P, and the claim purify(P*R) = purify(P*R)
is immediate by reflexivity of implication.

Case: SL-SEQ. From [P]s; [M] and [M] s3 [Q], the induction hypotheses
give purify(P « R) = purify(M * R) and purify(M * R) — purify(Q x R)
for every R; compose their proofs by transitivity of implication.

Case: SL-FRAME. The conclusion is [P x Rg] s [@ * Rp] from [P] s [Q]. Using
associativity of * and the induction hypothesis with frame Ry * R,

purify((P x Ry) * R) <= purify(P * (Ry * R))
= purify(Q* (Ro * R)) <= purify((Q x Ro) * R).

This is exactly the case that forces the lemma to quantify over all frames.

Case: SL-CONSEQ. From P P, [P']s[Q’], and Q' Q. Monotonicity
of x gives Px R+ P’ '« Rand Q' * R+ Q * R, so by PURIFY-ENTAILS and the
induction hypothesis,

purify(P x R) = purify(P' * R) = purify(Q’ * R) = purify(Q * R).

Case: primitive operations. For store, copy, and bop, the postcondition
differs from the precondition only in the values written to certain cells (e.g., store
replaces e; — v with e; — e). After commuting the target cell to the end using
associativity and commutativity of *, one application of PURIFY-HEAP-MODIFY
replaces the value stored in the target cell with the new one.

For malloc, use a similar pattern with PURIFY-HEAP-ALLOC and PURIFY-
STAR.

4 This structure-preserving property can be stated precisely using categorical terms;
we leave those technicalities implicit here.
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Case: SL-IF. Since e — — = Bye(€) V Brse(€), distributing * over V and
applying PURIFY-OR,

purify((Pxe — —)*R) <= purify((P* Byue(e))* R)V purify((P* Brase(€)) * R).

By the two induction hypotheses each disjunct implies purify(Q * R), hence so
does the disjunction.

Case: SL-WHILE. We prove, by well-founded induction on Ny > 0, that for
every R,

purify(P x e — x Dy(r, No) * R) = purify(P * Bise(€) * Dc(r, No) * R).

Splitting e — — as above and using PURIFY-OR, the antecedent yields one of
two cases.

— purify(P * Brase(€) * Ds(r, Ng) * R): it corresponds to the guard failing and
the loop exiting. We finish the case by the fact that D,(r, Ng) - D.(r, Np).

— purify(P * Biue(e) * Ds(r, Ng) * R): the guard holds and the body runs. The
SL-WHILE premise is a subderivation, so its (outer) induction hypothesis
applies; instantiating its schematic N to Ny and framing by R,

purify(P * Byye(e) * Ds(r, No) * R) = purify(P xe — — % D, (r, Ng) x R).

Now D, (r,Ng) b Ds(r,N’) with N’ < Ny, so the inner (well-founded)
induction hypothesis at N’ applies, giving purify(P * Bfase(€) * De(r, N') * R);
and D.(r, N') F D.(r, Ng) since N" < Np.

In both cases the goal follows, completing the nested induction and the SL-WHILE
case. O

Each case of translates one program-logic rule into a fixed pattern
of meta-logic reasoning.

An Example To make the correspondence concrete, consider the following triple
derivation. Let ¥ £ Bpyse(€) V Bie(e) (we omit the trivial ¥ - ¥ in the proof):

Bie(e) W [&] skip [¥] Brase(e) H W [] skip [¥]
[Birue(€)] skip [?] [Braise(€)] skip [¥]
[e — —]if e then skip else skip [¥]

The program does nothing; the proof merely repackages the precondition. The two
entailment side conditions hold by the separation-logic rules A+ AVB, B+ AV B.
The construction process of mirrors the derivation above into a
meta-logic proof of purify(e — —) = purify(¥):
Btrue(e) Fv Bfalse(e) v
purify(Bie(e)) = purify(¥) purify(Brase(e)) = purify(¥)
purify(Bie(€)) V purify(Brase(e)) = purify(¥)
purify(e — —) = purify(¥)
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The top leaves are applications of PURIFY-ENTAILS, mirroring the two SL-
CONSEQ premises. The mid-level combines the two branch implications via the
meta-logic rule (A = C)A (B = () - (AV B = (). The bottom
step collapses purify(Bire(€)) V purify(Brase(e)) back to purify(e — —) via the
equivalence e — — = Byyye(€) V Brase(e) and PURIFY-OR.

5 Extraction in Practice

This section puts extraction to work. We first describe a technical condition
for simplifying the extracted implication to the desired property, which we call
representability. We then walk through worked examples checked in VeriFast.

5.1 Representability

Recall the motivating example from Applying EXTRACTION to the
verified function of yields

purify(sll(p1, 1) * sll(p2, l2) * sll(ps, l3)) =
purify (sll(pl, 1) x sll(pa, l2) * sll(ps, I3)
* I7app(app(l1a l2)> l3) = app(l17 app(l27 l3)>—|)7

whereas the property we actually want is just

app(app(l1,l2),13) = app(l1,app(l2,13)).

By PURIFY-STAR the consequent can be weakened to the conjunction of the
purifications of the separating conjuncts, and the equation (being pure) is exposed
by PURIFY-PURE; dropping the irrelevant conjuncts gives

purify(sli(p1,1y) = sll(p2, l2) * sll(ps, l3)) =
app(app(l1,l2),13) = app(l1,app(l2,13)).

Since p1, p2, p3 do not occur in the consequent, this is equivalent to

(Epl,pg,pg. purify(sll(py, 1y) = sll(pa, ) * sll(ps, 13))) =

app(app(l1,12),13) = app(l1, app(lz, 13))- ®)

It remains to discharge the antecedent of Intuitively it asks whether there
s a heap holding concrete representations of the three lists. With a finite address
space, a sufficiently long list would have no representation; we therefore assume
an infinite address space.

In general, for a data structure one picks a functional model 7" and a predicate
P(r,v) relating a concrete representation at address r to a model value v : T'. The
relevant property is that such a representation can always be added disjointly to
any heap satisfying the surrounding assertion. Such a condition is formalized as
follows.
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Definition 3 (Representability). A type T is representable by the predicate
P(r,v) if for allv: T and all Q : HProp,

purify(Q) = Ir. purify(Q = P(r,v))

holds, where r does not occur in Q.

For instance, the structure node in represents a pair of a value and a
pointer to the next node, i.e.

node(p, (v,n)) = p — v * (p + offsetpext) — n,

and its representability states that any heap can be extended with a fresh node
cell holding prescribed values, which follows from the infinite address space
assumption.

The original goal reduces to the representability of a recursive predicate sll
over lists, which we establish in two ways.

Logical approach. We argue by induction on the model value [, fixing a heap h
satisfying Q.

— For [ = nil: taking r» = 0 gives sll(0, nil) =70 = 07 = "true”, so the witness
can be taken as h immediately.
— For | = cons(z, t): by the induction hypothesis, we have

purify(Q) = Ir1. purify(Q = sll(rq,t)).

Fixing such an r; and applying the representability of node to the values
(xv 7’1),

purify(Q x sll(ry,t)) = Ip. purify(Q = sll(r1, t) * node(p, (x,71))).
Folding the node cell and the sublist back into a list yields

purify(Q) = Ip. purify(Q  sll(p, cons(x, 1)),

as required.

Programming approach. Representability also follows from the frame rule. Suppose
we are given programs si, So with
[emp] s1 [Fr.sll(r, nil)] ,
[sll(r, )] s2 [Fr1.sll(ry, cons(x, t))] .

Such programs can be constructed readily if the language has an always-successful
allocation construct. Framing @ onto each,

[Q] 1 [Q * Fr.sll(r, nil)] |
[Q = sll(r,t)] s2 [Q * Fry.sll(ry, cons(z, t))] ,
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and applying EXTRACTION,

purify(Q) = purify(Q x Ir.sll(r, nil)) ,
purify(Q *sll(r,t)) = purify(Q * Iry.sll(r1, cons(z, t))) .

Representability then follows by induction. One can even construct a recursive
program from s; and sy to construct a representation of a list directly, without
further inductive reasoning inside the meta-logic.

In either case sll is representable, and this is exactly what we need to dis-
charge the antecedent of [Eq. (5)} Starting from purify(emp) (PURIFY-EMP) and
instantiating representability for sll three times, we obtain in turn, each for some
fresh address,

purify(sll(p1, 1)) ,

purify(sll(py, 1) = sll(pa, 12)) ,
purify(sll(pl, ll) * sll(pg, lz) * sll(p3, Zg)) .

Collecting the witnesses gives

Ip1, p2, ps. purify(sll(p, i) * sll(p, I2) * sll(ps, I13)) ,

precisely the antecedent of Modus ponens then yields the associativity
property app(app(l1,12),13) = app(l1,app(l2,l3)), completing the proof.

As these arguments show, proving representability is largely mechanical
for representation predicates that relate the functional model to the concrete
representation inductively.

5.2 'Worked Examples

Apart from the example used in we present two more examples checked
in VeriFast. They use different computation patterns, recursion and iteration,
and show how small specification and annotation changes can make ordinary
programs carry functional-model proofs. In this sense, extraction supports an
intrinsic proof style |16]: the proof structure can follow the program structure
rather than being rewritten as a lemma function in a separate proof language.

Associativity of list concatenation, recursively. The first worked example revisits
the motivating property of [Eq. (1)|from [Section 1} [Fig. 3| presents an implemen-
tation of linked-list append that carries its proof. It is extended with an extra
p3 parameter (to carry the third list) and the target functional equation as an
additional postcondition. The extra property is verified along the same recursive
structure as the execution, with no need to rewrite the argument as a pure lemma

function like

Sum of list concatenation, iteratively. The next example proves the following
distribution property of list summation:

sum(app(l1,l2)) = sum(ly) + sum(lz) . (6)
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struct node *exec_app_assoc2(struct node *pl, struct node *p2, struct node *p3)
//@ requires sll(pl, 711) &*& sll(p2, ?712) &*& sl1ll(p3, ?713);
/%@ ensures sll(result, app(l1l, 12)) &+*& s1l1(p3, 13) &*&
app(11, (app(12, 13))) == app(app(l1, 12), 13); @*/
{
if (p1 == 0) {
//@ open s1l(pl, _);
return p2;
} else {
//@ open sll(pl, _);
struct node* q = pl->next;
pl->next = exec_app_assoc2(q, p2, p3);
//@ close sll(pl, _);
return pl;

Fig. 3. Recursive linked-list append with an intrinsic associativity proof.

Again, by representability and extraction, it suffices to verify an executable
function with a specification such as the following:

struct node *exec_app_sum(struct node *pl, struct node *p2)
//@ requires sll(pl, 711) &*& sll(p2, 712);
/*@ ensures sll(result, app(ll, 12)) &*&
sum(app (11, 12)) == sum(11) + sum(12); @*/

shows an excerpt of a proof-carrying implementation extending an
iterative version of list append, satisfying the specification above. The predicate
lseg(st, ed, 1) represents a segment of the linked list from st to ed representing
the list of values 1. The extended implementation code is highlighted, including
the computation of the sum of the first list and the extended facts in the invariant
needed to relate that computation to the sum of the appended list. The key
observation is that the loop is simultaneously traversing the first list for append
and for summation, so the invariants for both views can be maintained together.
The other lines, including the elided annotations, are unchanged.

5.3 Other Examples

Apart from the examples presented above, we implemented some other lemma
functions from the list library of VeriFast as executable functions. [Table I| provides
an overview of the functional properties they prove.

6 Related Work

Relationships between Proofs and Imperative Programs. Several lines of work
study relationships between imperative procedures and logical proofs.
Our focus is the use of this relationship in practical program verification, where
verified programs can provide pure functional-model facts. The setting and

techniques used in are particularly close to the system proposed in [12].
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{
if (p1 == 0) {
//@ open sll(pl, _);
return p2;
} else {
struct node *current = pil;

int acc = 0;

while (current->next != 0)
/*@ invariant
s11(p2, 12) &*& lseg(pl, current, 711_1) &*&
current->value |-> ?value &*& current->next |-> 7next &*&
sll(next, ?11_r) &+*& append(l1_1, cons(value, 1l1_r)) == 11 &*&

&*& acc + value + sum(app(li_r, 12)) == sum(app(1ll, 12))

&*& acc + value + sum(ll_r) == sum(11) ; ©*/

acc += current->value;

current = current->next;
}
current->next = p2;

return pil;

Fig. 4. Implementation excerpt of exec_app_sum, extending an iterative list append
with summation (the highlighted lines).

Compared with that work, we use separation logic assertions, omit return values
and functions as values, and present inference rules with explicit program terms.
Our work is complementary to theirs: we focus on the imperative-program-as-
proof direction and on settings where the programming language is already
available, such as auto-active verification of realistic programs.

Separation Logic. Separation logic extends Hoare logic to reason about
memory, and more generally resources, in imperative programs. Many established
verification tools @@, are based on or inspired by separation logic. It is
possible to build our theory on top of elementary Hoare logic with a global heap
interpretation, but doing so would make recursive data structures, such as the

lists used in [Section 5| harder to reason about.

Lemma Functions. VeriFast ﬂ§| and some other auto-active verifiers
support proof-oriented ghost code in the form of lemma functions. A lemma
function has no runtime effect and can be erased before execution. Such ghost
code can be used like ordinary code during verification while remaining absent
from the compiled program. However, as mentioned in [Section 1] lemma functions
are usually syntactically distinct from executable programs: they forbid heap-
mutating side effects and often restrict direct calls to executable functions. This
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Table 1. Overview of implemented proofs.

Function

Description

Fact proved

exec_len_singleton
exec_app_nil

exec_app_assoc

exec_app_sum
exec_app_len

exec_reverse_append
exec_reverse_reverse

exec_mem_nth
exec_mem_append

exec_mem_index_of
exec_nth_append_1

exec_nth_append_r

exec_drop_length
exec_length_remove
exec_length_drop
exec_drop_0
exec_take_0
exec_take_length
exec_drop_n_plus_one

exec_append_take_drop_n

Singleton length
Right unit of
append

Append
associativity
Sum over append
Length over
append

Reverse append
Reverse
involution

nth element
membership
Membership over
append

Index bound
Left-list element
access

Right-list element
access

Drop all

Remove length
Drop length
Drop zero

Take zero

Take all

Drop one more

Take/drop split

len(cons(v, nil)) =1
app(l1,nil) =1y

app(l1,app(l2,13)) = app(app(l1, l2),l3)

sum(l1) + sum(l2) = sum(app(l1,12))
len(l1) + len(l2) = len(app(l1,l2))

rev(app(l1,12)) = app(rev(l2), rev(i1))
rev(rev(l)) =1

0 <i<len(l) = mem(nth(¢,1),1)
mem(x, app(l1,l2)) <= mem(z,l1) V mem(z,l2)

mem(z,l) = 0 < index(z, 1) < len(l)

0 <i<len(l1) = nth(i,app(l1,l2)) =

nth(i, l])

len(l1) < i <len(l1) + len(lz) =

nth(i, app(l1,l2)) = nth(i — len(l1), l2)
drop(len(l),1) = nil

len(rem(z, 1)) = len(l) — (mem(z,1)?1 : 0)

0 <n <len(l) = len(drop(n,l)) =len(l) — n
drop(0,1) =1

take(0, 1) = nil

take(len(l),1) =1

0 < n <len(l) = drop(n,l) =

cons(nth(n, ), drop(n + 1,1))

0 <n <len(l) = app(take(n,l),drop(n,l)) =1

restriction can prevent an already verified executable program from being reused
directly as a proof witness.
Our method removes this language-level distinction for the specific purpose of

extracting pure functional-model properties from valid total triples. The limitation
is that purify forgets evolution of the heap. Thus, extraction is not a replacement
for lemma functions when the goal is to prove a separation-logic entailment (e.g.,
a representation predicate of a non-empty list segment can be split into the prefix
segment and a final cell) rather than a pure consequence of the functional model.

7 Conclusion

We have presented an extraction method that lets verified imperative programs
serve as proofs of pure functional-model properties. On the theoretical side, we
defined the purify operation, presented the extraction rule, and proved extraction
sound both semantically and syntactically. To bridge the theory with practice,
we introduced representability as the condition that removes concrete heap
representations from extracted implications. Finally, we illustrated and tested
the approach with VeriFast examples.

Future work includes evaluating more systematically when the intrinsic proof
style supported by extraction reduces proof effort in realistic verification de-
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velopments, and exploring the verifier support for discharging representability
conditions automatically.
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